
Handbook-01 signatures and setup

1.0 Key generation

In the menu “Signature”

go to the page „Recommended Schnorr KeyPar generator with static 
safeprime and generator".

Press on the „Generate key pair“ button to generate your keys.

With a double left mouse click followed by the str+c press on the keyboard you can 
easily move your Schnorr keys.

Now both numbers must be saved on the PC. It is recommend to use the build in 
solution on page "Read/write text to secured file"

To keep the signatures secure you can never share your “Private Key” with anyone.
If you share this key it can be used to craft messages which appear to be written by 
yourself.

It is necessary for the receiver to have your public key to check the correctness of 
your generated signatures. You can post or send it as a signed massage with point 2.0.



2.0 Create a Schnorr signature

In the menu “Signature”

go to the page "Schnorrsig creator"

Input the private key you generated in point 1.0 in the entry with the description 
“Input private key”.

As an example text I use a random generated  public key with a small description.

Now press the button “Generate signature” in the bottom corner.



To make recognition of the exact message easier your text gets an added “start------”
at the beginning and a “------end” at the end.

The now generated signature part 1 and 2 are used to by your message recipient  
check your message integrity

To copy all important parts of the signature and message,
press the button “Copy to clipboard”

Now you can send the text to whoever you want.

3.0 Verify a Schnorr signature

In the menu “Signature”

go to the page “Schnorrsig verifying” 



Now fill in the public key of your contact, the message from “start-------” to “-----
end”. The signature part 1 and 2 are only for the entry with the description “Input 
signature part 1” and  “Input signature part 2”

Now push the button “Start signature test”

If the message integrity is correct you revive a message about the positive test 
outcome.

You can get a negative message if one or more of the following points is true:
-wrong public key
-wrong signature 1 or 2
-wrong message

If none of the above are true than please check in the variables have been correctly 
pasted in the corresponding entry points.

To delete the input of an entry double click with your left mouse button to choose the 
input and then press delete. You can not overwrite input with double click select and 
strg+v with the new input. It has to be deleted first

4.0 Save a username and the corresponding public key

Input your chosen password in the password entry.
Then press the “Add a user/pubkey”  button.



Input in the the “user name” you want to pair to the public key.
Now press the “add user/pubkey pair”  button

This adds the pair to your text file. It is important to not change the formating.
|user:key since other functions depend on it.

5.0 Check if an public key from a signature is from a known user

Go to the menu “Signatures” and click on “Schnorrsig verifying”

Input the public key of your contact.

Now input your text file password in the botton right corner of the window.  

Now click the button “Public key lookup”

Now a small window will pop up and tell you if you have saved this pubkey to a 
username and saved it under the given text file password.



6.0 Write and read from the secured text file

In the menu “Modules”

go to the page “Read/write text to secure file”   

First input your chosen password for your secure text file.

If you want to read or edit your saved text press the “Edit/read text” button. If there is
text saved for this password it will be displayed in the text field.



To save the changed text click in “save change”.

7.0 overwriting text file information

To delete the text saved under a password enter the password and press the button
“overwrite text”

8.0 random blocks in the file

This option is important for deniable encryption. Only if this option is important to you 
should the fuction be used. Be carful what your input is. Each block cost an 129byte of disk space!


